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LEFTY EMPLOYEE PROCEDURE BY IT SECTION
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IT Policy Violation Flow Chart

Violation
reporting Persons

IT Personnel
m ame & Address of reporting persons \
] 2. Reason for entry /involvement
Isolation 3. Who violated the procedure?
4. Which kinds of violation?

5. Violation related questions necessitated so far
v 6. Admitting of IT Violation
Note: As per mood of Case the process will be

as follows for further action. /

Disciplinary
Action Committee

HRD Law Enforcement
Agency

IT Violation
Revporting Log
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DICIPLINARY PROCEDURE FOR IT SYSTEM VIOLATION

If any complain or claim come from any source against any employee or outsider
involvement the IT policy system violation. IT Manager is responsible to investigate the
case with Disciplinary Action Committee of the facility which consists of 03 (three)
members. After investigation, if raised complain/ claim comes true, Admin/HR Department
provide the warning letter or verbal warning or terminate & hand over the defaulter who so
ever to the Local Law enforcement authority depend on the nature of claim/ violation
against the violation of IT Security System. Every employee/ defaulter has the provision for
his/ herself defend / grievances for low category claim/violation in written so far.

All access shall be prohibited for employee if someone is terminated for violating the IT
security System and that all company security property is retrieved (e.g. ID card, keys,
alarm code, access cards or computer access etc.). A final cheque shall not be issued to the
employee until all company security property is returned.

Disciplinary Action Committee

(All Concerned)
S/IL Name Designation Department Remarks
01 Mr. Md. Sohel Rana GM, MM
02 | Mr. Shamsul Haque Palash | Manager HR & .
Compliance
03 | Mr. Abid Hossain Manager Admin
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Keys Control Policy & Procedure

The Security Policy of Mondol Intimates Ltd. is intended to embrace security aspects to
establish better and effective functioning to protect MEN, MATERIALS and
INFORMATIONS from THEFT, DESTRUCTION and SABOTAGE.

/7
0‘0

01.

02.

03.

04.

05.

06.

07.

Chairman appointed Security In-charge as a key custodian who is responsible for the
control of Factory keys and pad locks.

On receiving the keys from Fcatory Manager. The Security In-charge opens all factory
gates in the presence of HRD & maintenance officers. All the three (03) Officers do the
signature on the log book daily.

During closing the same drill observed.

The authorized key custodian acquires a lockable key box mounting in the security
Management office.

The key custodian should keep one (01) key of the key box while duplicate key will be
under the custody of Manager Admin.

The key custodian should then create key control log book in written for onward issue
and deposit of the keys.

As the keys are inventoried, the custodian should record in the key control log and
replace its existing identification with a new uniform tag in case of broken or obsolete of

the keys & locks.

The custodian is also responsible for recovering keys from employees who resigned or
terminated and for changing lock whose keys have been reported stolen or lost.

The unsecured display of keys in any office should be prohibited in writing by the
factory Manager.
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LAW ENFORCEMEAT AUTHORITY

01. Whenever there is a security problem for in or outbound goods the nearest police/law
enforcement authority to be informed/for necessary aid/action. The factory management
should also be informed so that all out effort can be made to overcome the problem.

02. The inbound/outbound goods should always be transported though secure and authorized
routes.

03. The reporting to custom/law enforcement authorities to be done by the responsible person
available/ present at the place of occurrence, he should also report the matter toe the
factory authority describing the situation and actions.
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SECURITY SEAL LOCK POLICY

The security policy of the facility is intended to embrace Security aspects to establish better and
effective functioning to protect MATERIALS from THEFT, DESTRUCTION and SABOTAGE
during Shipment right from factory to destination.

The facility aimed the policy to Ensure 100% High security Bolt Seal/Lock (ISO/PAS 17712) to
Cargo Shipment and its customers while carrying out business of mutual benefit.

The Policy affirms that the facility keeps its security standard in line with national standard and
makes necessary efforts to enhance outbound shipment security.

PROCEDURE FOR SEALING COVERED VAN

Arrangements and procedures to meet different types of business needs after getting approval for
loading cartons to ship, shipment authorized team should count the cartons to be loaded
physically. After counting, comparing and confirming with commercial invoice, the cartons should
be loaded into covered Vans/Truck. After loading completion and there of closing the cover van
door High security Bolt Seal/Lock (ISO/PAS 17712) is applied by the security In charge in front of
Truck driver and store officer. Truck driver is responsible person to hand over the shipment to
C&F agent in the presence of our detailed Escort.

Aim of measuring high security of the facility. Necessarily issue Spare Seal with shipment truck
Escort to meet the following situation (if) with prior information to factory authority and will act
accordingly.

As the seal may be broken or damaged or opened on transit in various reasons/way, It may
happen for police checking, natural disaster and accidents etc.

Note : Make sure that the spare seal should be kept in safe and number to be logged in the
challan as it is returnable in no use cases.
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fRrorer ezdt af*rse SifeEr
SECURITY GUARD TRAINING POLICY

Mondol Intimates Ltd.. «3 @6l e AgRes; FReer Jited Sfveod
fefere? G Fa1 =7 | ©ReE 8 O 79 WRIR w7l T }EeE Ieeem S & &G
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SECURITY GUIDELINE FOR HIRING PERSONNEL

To comply with the GSV requirements of the facility always follow the below procedure for hiring
personnel either security or any other sections.

1. Desired hiring person should be Bangladeshi National.
2. To conduct Background check on political affiliation or collaboration with any terrorism.
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3. To conduct the Criminal Background check whether he/she was involved with any

criminal case or of any involvement in any corruption.

4. To conduct Historic Background check whether he/she had any violation to his/her

previous organizations. Or whether had any miss-conduct issue or not.

5. To conduct alcoholic check whether he/she is addicted in alcohol.

As per company policy, any person found refused by any points mentioned above his/her
employment will be terminated instantly.
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SECURITY GUIDELINES

The facility has developed guidelines for every employee in this factory to follow as part of the
factories and regulations and are posted of the readily accessible place to alert all employee
concern on security. These guidelines were developed to cover the security of the following 07
areas:

01. CONTAINER / COVERED VAN SECURITY:

Focus on the physical integrity of the incoming and outgoing covered vans prior to stuffing and
the procedures of the seals and the reliability of the locking mechanisms of the doors.

02. PHYSICAL ACCESS CONTROLS:

Focus on prevention of unauthorized access to the shipping, loading and cargo areas, Implement
controls on identification of all employees, visitors and vendors. It also includes procedures for
challenging unauthorized / unidentified persons.

03. PERSONNEL SECURITY:

The facility shall enhance the factory’s recruitment system to include interviewing and background
checks / verifications.

04. PROCEDURAL SECURITY:

There are set systems and methodology to handle the incoming and outgoing goods. Engaged
with security Officers on controls of in/fout cargo; record on shipping marks, weights, number etc;
procedures for verifying seals on containers, trucks etc; reporting shortages and overages;
storage of empty and full containers to prevent unauthorized access; and a tracking system of all
cargo movements.

05. SECURITY TRAINING AND THREAT AWARENESS:

The security plan also provides to employees a security awareness training, that includes
operation procedures, awareness, identity and reporting of crime, and determining and
addressing unauthorized access. The training program encourages active employee’s
participation in security controls.

06. PHYSICAL SECURITY:

Focus on building & constructions; external and internal locking devices; warehouse safety;
lighting inside and outside the facility; shipping, loading & cargo areas; as well as internal and
external communication systems including Security Alarm and CC TV monitoring for assurance of
factory’s physical security.

07. INFORMATION TECHNOLOGY SECURITY:

Focus on the protection and accountability policy on the Information Technology (I T)
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SECURITY POLICY

The Security Policy of the facility is intended to embrace security aspects

to establish better and effective functioning to protect MEN, MATERIALS
and INFORMATIONS from THEFT, DESTRUCTION and SABOTAGE.

The policy aimed at maintaining highest level security of the facility by

utilizing given resources.

The policy envisages that maximum security is offered to any interest of
1 its Customers while carrying out business of mutual benefit.

‘The policy adheres to its commitment to ensure new security'
requirements within the ability of its that is sought from time to time by its
Customers/Vendors.

The policy affirms that the facility keeps its security standard in line with
national standard and makes necessary efforts to enhance efficiency
through training of security personnel, raising security awareness of
company personnel as well.

The facility’s security policy remains friendly towards environment,
- surroundings and complimentary to local Law Enforcing Agencies.
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CONTRACTOR CONTROL POLICY & PROCEDURE
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TAMPERING GOODS POLICY & PROCEDURE
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SECURITY ACCESS CONTROL POLICY

For Terminated/Resigned Employees

To prohibit the unauthorized access of terminated / resigned / unauthorized absence employee of
the facility Follows the below policy:

1. Employees have the free option to resign if he/she wishes at least one month prior
submission of resignation in written.

2. At the closing of resigned period, Admin retrieve their ID/ access key and other used
materials & prohibit their access into facility.

3. Admin department should pass Photo, ID Badge, etc. to the security section to control
unauthorized access of resigned/ terminated employees.

4. Admin department should also pass the list of left workers (who left factory without resign
letter) with their photos to control unauthorized access.

5. Security guards should take necessary step i.e. checking ID card with valid photos of all
employees during enters into factory.
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6. For unauthorized absence employees (10 (ten) days unauthorized absent/ discontinuous
present), the automated system will generate separate report and admin department will
take necessary action immediately.

All unauthorized personnel access list should be periodically (once in month) updated.
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PROCEDURE FOR SURPRISE CHECK /UNANNOUNCED AUDIT

Mondol Intimates Ltd.. adopts appreciate measures to ensure a good standard security in all the
vulnerable places in the factory. To ascertain the adopted measures the responsible persons of
administration and personnel department with the instruction from higher authority undertakes the
activities mentioned below;
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01. PERSONNEL SECURITY:
a) Checking of security awareness training record on the subject of threat, conspiracy,
tampering goods, foreign materials, building orientation, mail, compromised security and
reporting procedure to the management.
b) A surprise security is found to undertake spot checks suspecting and activities against
the security of any area of the factory. It includes the identity checking in different
workplaces stair and gate.
c) Checking any section for the authorized persons are working or not.
d) Checking for whether and person is disappeared without permission for considerable
time.
e) Observe closely the interaction and discussion not concern to the production.
f) Checking for the ID card for any unauthorized persons.
g) In a certain day 5 to 10 workers/employees are picked up while entering or leaving the
factory to check whether anybody is carrying any harmful thing.
h) In a certain day one of the start is cordoned to check for any unauthorized persons.
02. PHYSICAL SECURITY:
a) Checking of building and perimeter maintenance record.
b) Duty roster of security guard including patrol duty deployment.
c) Incident record.
d) Factory premises checking on non operating hour.
e) Restricted area control or not.
f) Security alarm installation and incident (if) record.
g) Vehicle checking by scanner/metal detector or not.
h) Whether any parking area demarcation discrepancy observed.
03. TAMPERING OF GOODS:
a) The surprise checking team with the involvement of the packing In-charge opens few
cartons in random basis to check for any contraband items as Drugs, Explosives, Small
Arms and etc.

04. STORAGE & DISTRIBUTION:
a) The team checked whether any unauthorized access to the loading unloading area.
b) The team checks suddenly while containers are being loaded or unloaded. It checks
whether the cartons are intact/un-manifested.
05. SHIPMENT INFORMATION:
a) Verifying of shipment documents.
b) The team surprise checks the lock and seal of the containers while loaded or unloaded.
06. EXPORT LOGISTICS:
The Team surprise checks the outbound covered van on the way to destination as :
a) Routes map.
b) Intermediate staging / Rest period.
c) Escort attendance.
d) Shipment handover to the Authority.
07. INFORMATION ACCESS CONTROL.:
The team on unannounced check will undergo the following:
a) Checking of pass word log on.
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b) Checking of pass word Changing regular basis.
c) System in place to identify & the abuse of IT
d) Checking of all record kept.

NOTE: For any discrepancy regarding the said matters the administration with help from
personnel department take corrective and legal action as per the decision of the higher authority.
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7/ Points Container or Truck / Cover Van Inspection

All types of Container Truck / Cover Van should be inspected as bellow .........

1. Under Carriage Cheek

> Inspect prior to entering facility
» Support beam should be visible
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2.Out side / In side doors cheek

Secure & reliable locking mechanism
Look for different color bonding material
Loose bolt

Plates & repairs

YVVVY

3. 4. Right / Left side cheek

» Unusual repairs to structural beams
> Repair to the walls on the inside of the container / cover van must be visible on the outside

» Use tool to tap side walls. Listen & feel for hollow sound!
5. Front Wall

» Blocks and vents are visible

» Use tool to tap side walls. Listen & feel for hollow sound!

» Range finder measuring tape and/or string can be utilized to determine the length of
container/cover van

6. Ceiling / Roof

» Ceiling is a certain height from floor. Blocks & vents are visible

» Uncomfortable feeling inside container/cover van

» Repairs to the ceiling on the inside of the container/cover van should be visible on the
outside

7.Floor

Floor should be a certain height from the ceiling

Floor should be flat. Do not need to step up to get inside!
Deferent floor heights

Unusual repairs

dditional

YV VY

>

1. Lock
2. Under the driver Seat
3. Hidden Carriage
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FORMATION — AUDIT TEAM

Mondol Intimates Ltd.. is intended to embrace security aspects to establish better
and effective functioning to protect men, materials and information’s from
theft, destruction and sabotage. The aim & objectives of the audit is to comply
with lawful, human and ethical conditions through Mondol Intimates Ltd.. Audit
Team. To ascertain the adopted measures the following key persons shall
have to conduct monthly Internal/External audit as per the instruction of
higher authority.
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MEMBER - AUDIT TEAM

S/No. Name Desighation Department Signature
01 Shamsul Haque Palash | Manager Hr & Compliance

02 Nazmul Haque Asst. Manager | Hr & Compliance

03 Md. Zafarullah Incharge Security

04 Md. Al amin babu Incharge Store

05 Md. Motiur Rahman Manager Maintenance

Note:

01. All the members of audit team are liable to carryout the advice / instruction of Mr.Shamsul Haque
(Plash) for onward submission of final audit report to the General Manager periodically spell of 01
Months.

02. Audit check list will be provided duly including contemporary advice / instruction sought from time
to time.
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Broken Seal Reporting Procedure / Flow Chart
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BUSINESS PARTNER SELECTION REQUIREMENTS /
PROCEDURE

Importers must have written and verifiable processes for the
selection of business partners including manufacturers,
product suppliers and vendors.

For those business partners eligible for GSV/C-TPAT
certification (carriers, U.S. ports, terminals, brokers,
consolidators, etc.) the importer must have documentation
(e.g., GSVIC-TPAT certificate, SVI number, etc.) indicating
whether these business partners are or not GSV/C-TPAT
certified or GSV/C-TPAT standard.

Importers must ensure business partners develop security
processes and procedures consistent with the GSV/C-TPAT
security criteria to enhance the integrity of the shipment at
point of origin. Periodic reviews of business partners’
processes and facilities should be conducted based on risk,
and should maintain the security standards required by the
importer.

Internal requirements, such as financial soundness, capability
of meeting contractual security requirements, and the ability to
identify and correct security deficiencies as needed, should be
addressed by the importer. Internal requirements should be
assessed against a risk-based process as determined by an
internal management team.
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IT SECURITY POLICY

To ensure data security and back up system, only authorized person to handle his/ her computer. IT manager is
responsible to maintain all computer troubleshooting and data management system. To be easy access, all
computers are under LAN system/indidual Modem. To be strong the IT system, the below IT procedure are
established

1. Authorized User: Only authorized person is allow using the computer and after completion of daily
works, this person is responsible to proper shut down the computer.

2. Password: Individual accounts and passwords shall be created for users to access the system. IT
manager is responsible to change the PASSWORD in each three months. All passwords shall be
preserved by IT for further modification or any forgetting case.

3. Monitoring: Access to computer systems shall be monitored and reviewed periodically i.e., each month
by IT department.

4. Anti- Virus: Firewalls/anti-virus/tampering prevention software shall be used to allow the system to both
log and detect viruses, security violations and tampering. IT department auto run the anti-virus software
daily at each computer.

5. Hardware Security: Hardware security shall be controlled and monitored (e.g. controlling work station,
security server, password protected screen severs) by IT department...

6. Data Recovery: IT department shall keep weekly / daily back up in secured place to protect its IT
systems, which include a full IT disaster recovery plan to prepare for any unforeseen incidents.

7. Removable Disk: To ensure the computer security, IT department shall alert all users to scan the
removable disk before use.

8. Security of Information: Every account holder shall be honorable to company internal data system. No
body is allowed to share the internal data to other company/ competitor until top management
authorization. If IT / any body can detect such user, management shall take serious action against the
account holder.

9. Personal Work: No body is allowed to perform personal activity/ web browsing/ web e-mail
checking during working period by using company property. Company will take serious action if
any one does such activity.

10. Violation of IT Security: If any unauthorized person use the computer without proper authorization from
IT Manager. IT Manager is responsible to regular audit of IT system regarding unauthorized access or
attempt to access and will take necessary action accordingly.

11. Management meeting: The Company shall regularly hold meeting that shall be attended by senior
management to address information technology issues, including system security.
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PRODUCT TEMPERING CONTROL PROCEDURE
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SECURITY PLAN PROCEDURE

Security plan of Mondol Intimates Ltd. was developed based on the following principles, and shall
focus on prevention and risk management rather than to handle the incident afterward. The keys of this
security plan are:

01. Prevention on TRESPASSING

02. Prevention on TAMPERING

03. Establishment of the TRACEBILITY

GUIDELINES

Mondol Intimates Ltd.. has developed guidelines for every employee in this factory to follow as part of
the factory's regulations and is posted on the readily accessible place to alert all employees concern on
security. These guidelines were developed to cover the security of the following 7 areas:

1. Container/Covered van Security:
Focus on the physical integrity of the incoming and outgoing covered vans prior to stuffing and the
procedures of the seals and the reliability of the locking mechanisms of the doors.

2. Physical Access Controls:

Focus on prevention of unauthorized access to the shipping, loading and cargo areas. Implement controls
on identification of all employees, visitors and vendors. It also has procedure for challenging unauthorized
/unidentified persons including all sorts of contraband items if carried by.

3. Personnel Security:
M.T Sweaters Ltd. shall conduct the factory’s employment screening and interviewing of prospective
employees to include background check and application verification.

4. Procedural Security:

There are set systems and Procedures to handle the incoming and outgoing goods. Engaged with
Security Officers on controls of in/out cargo; record on shipping marks, weights, number etc; procedures
for verifying seals on containers, trucks etc; reporting shortages and overages; storage of empty and fill
containers to prevent unauthorized access; and a tracking system of all cargo movements.
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5. Security Training and Threat Awareness:

This security plan also provides to all employees a security awareness training, that includes operation
procedures, awareness, identity and reporting of crime, and determining and addressing unauthorized
access. The training program encourages active employee's participation in security controls,

6. Physical Security:

Focus on buildings & constructions; external and internal locking devices; warehouse safety; lighting
inside and outside the facility; shipping, loading & cargo areas; as well as internal and external
communications including security alarm & CCTV monitoring systems for assurance of factory's physical
security.

7. Information Technology Security:
Focus on the protection and accountability policy on the Information Technology (IT)

PROCEDURE

Detailed operation procedure on each process of operation in each working area / department is listed in
this security plan as part of standard operation procedure. Such procedure shall clearly define what an
employee in different working capacity should do to achieve the objective of security.

Procedure:

All employees, including management and workers, are expected to have a thorough understanding of the
security plan, familiar with the operation procedure. Education on awareness and training on practices on
supply chain security issues are conducted in the following manner:

Education:
Orientation and familiarization of the security plan will be conducted periodically to every employee and
in case of new employee orientation, on first day reported to duty.

Communication:
Small group meetings will be held periodically to permanent employees as refresher on Supply Chain
Security.

Supervision:
Managers are responsible to ensure all criteria listed in this plan are properly carried out.

Inspection:

Security Officers nominated is responsible to carry out inspection on all security devices and
implementation of the system,

Periodical Review:

Periodical review on employee's knowledge and application of this security plan will be conducted.

Page 61 of 64



M onDoOL

IRSIEi

Security Manual

INTIMATES

Effective Update

03-05-30%0

LI M 1 T E D

Next Review

©3-33-3020 T

Shipment Information & Document Checklist (Export)

Date:

Buyer & Supplier #

Country#

Purchase Order No.#

Style No#

PO Qty#

Shipment Qty#

Ex Factory Date#

Bill of Lading Date#

~

Documents

Yes | No | N/A

Copy | Remarks

Pro forma Invoice

PO Sheet

Canadian Customs Invoice

Commercial Invoice

B 255

Exporters Statement

Inspection Certificate

FCR

Purchase Order

OO NP WN I W],

10 | Letter of Credit

11 | Generalization system of preference

12 | Country of Origin

13 | Packing List

14 | Beneficiary Certificate

15 | Bill of Exchange

16 | Bill of Lading

17 | Raw materials in house date, source,
percentage

Others

18 | Shipping Bill

19 | Export Form

20 | Customs Documents

21 | Consumption

Others

Shipment Information & Document Checklist (Import)

Date:

Buyer & Supplier #

Country#

Purchase Order No.#

Style No#

PO Qty#

Shipment Qty#

Ex Factory Date#

Bill of Lading Date#
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S/ | Documents Yes | No | N/A | Copy | Remarks
L
1 Pro forma Invoice
2 Letter of Credit
3 Commercial Invoice(Shipping Documents)
4 Packing List(Shipping Documents)
&) Certificate of Origin(Shipping Documents)
6 Beneficiary Certificate(Shipping Documents)
7 Inspection Certificate(Shipping Documents)
8 Bill of Lading(Shipping Documents)
9 Bill of Exchange(Shipping Documents)
10 | Shipment Advice(Shipping Documents)
11 | Financial Statement(If needed)
12 | Bank Endorsement
13 | Insurance Policy
14 | N.O.C Bank ( F.O.C.)
15 | N.O.C BGMEA(F.0.C)
16 | PSI (If needed)
17 | Utilization Declaration
18 | Recommendation letter for BGMEA President(
Capital Machinery)
19 | Insurance Cover Note.
20 | Bill of Entry
21 | Customs Documents
Others

Note: Overall activate to BIN Number.(Bussiness Identify Number) Both sea & Air

Checking By Authorized Signature

TERMINATION PROCEDURE

If any complain or claim come from any source against any employee, admin is responsible to investigate the case
with combine of 3 (three) member investigation team. After investigation, if raised complain/ claim as true admin
department provide the warning letter or verbal warning or terminate or terminate & hand over to the local law
enforcement authority depend on the nature of claim/ crime. Every employee/ defaulter has the provision for his her
self defense for low category crime / claim.

All access shall be prohibited for terminated employee and that all company security property is retrieved (e.g. ID
badge, keys, access cards, entrance codes or computer access). A final check shall not be issued to the employee
until all security property is returned.

Others Personnel Security:

1.

Dangerous or prohibited products are not allowed to be brought on to the premises (Firearms, explosives,
weapons, narcotics, etc.) Security personnel are trained to be alert for these possibilities.

During orientation program, all employees are informed about the proper use and storage of personal
property within the facility.

Employee’s personal items are subject to inspection.
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Employees are informed about the proper personal conduct within the facility.

The facility has documentation about the education, qualification and experience of the staff responsible for

security.

The facility conducts employment screening and interviewing of prospective employees including application

verification.
The facility ensures return of security instruments (ID’s, Keys, etc.) for terminated employees.

Employees are encouraged for reporting of potential security issues.

The facility conducts Increasing Security Awareness Training periodically for security personnel and

concerned employees.

ARIFMR & [IroNET

FICg oy face =7 |

ARl T IR GRS ©IF TCx @I < farerer S5
vesas 8 fifte @&sim e Fa7 o fofEc wzfe s
TR 4 e Rme g eer s ¢ | mitgae
e« AR ArFFRIT FICR (M=™W Meas | Scott
fes AfmaaaRice Factory ¢S &t it 79+ v |

Al vguE ST FFetEices A qkT | I @
AIRgAET FPol/FAoIET AT |

sifavpeicers foog SRR R e PR w1 < |

Page 64 of 64





